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Adding & Configuring FuseMail EncryptSMART

1. Login to your FuseMail Account using your administrator credentials

English

Please login
ope
@ FuseMail E-mail [ Admin Email Address I
Password ’ Password I

v | Remember me

2. Confirm EncryptSMART has been enabled

myspamfilter.com

Click On Service

/ Settings

-

=2 | Service Settings

myspamfilter.com

If you See EncryptSMART
you have been enabled

S " "
== | Service Settings

& EncryptSMART

NOTE: If you do not see EncryptSMART listed please contact your FuseMail provider

www.ExcelMicro.com
877-4-No-Spam


http://www.excelmicro.com/

Excel Micro, LLC - EncryptSMART

@
EXCEL
MU e

3. Configure your Account — EXPRESS SETUP

Policy Description ! Enable

domain.com user@domain.com

A. By enabling the first policy, you will have the option to configure multiple options to
automatically trigger encryption if an email body contains any of the following
information.

e Credit Card Number (Visa, MasterCard, Discover, AMEX, etc.)
e Social Security Number

e Social Insurance Number

e Danish Personal Number

e Swedish Personal Number

e Norwegian Personal Number

B. The next policy available will trigger encryption if the sensitivity of an Outlook email is
set to confidential.

EXAMPLE: Mark your email as Normal, Personal, Private, or Confidential
Applies To: Outlook for 0365, Outlook 2016, Outlook 2013, Office for Business and more

To help restrict actions recipients can take on the messages you send, such as
forwarding a confidential message, we recommend you use Information Rights
Management (IRM) if available in your organization.

a) From your draft email message, click File > Properties.

b) Under Settings, in the Sensitivity list, choose Normal, Personal, Private, or
Confidential.

c) Click Close. When you're done composing your email, click Send.
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If Confidential was selected, the recipient will see ‘Please treat this as Confidential’ in

the InfoBar.

Thu 7/12/2012 10:50 AM

Joy Miller

*Acquisition Notice*
To M Joy Miler

ﬂ Please treat this as Confidential.

Enabling the next policy will trigger encryption if the end of the subject line of an email
contains either [ENCRYPT], [Encrypt], or [encrypt].

This Message is Important [ENCRYPT]

person@domain.com
This Message is Important [ENCRYPT]

Hello Person,

This is very impertant info for your eyes only. |

Adding this into the
Subject will Trigger
Encryption

IEN: ¢t & $ @c©0 =

D. Enabling the next policy will trigger encryption for an outgoing e-mail that contains at
least one of the following addresses or domains entered into the available field.

This policy will trigger encryption for an outgeing e-mail that contains at least one of the following addresses or domains:

domain.com

user@domain.com
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4. Configure your Account — ADVANCED SETUP

myspamfilter.com El

E Service Settings  ~

Click on Service
/ Settings

ADVANCED POLICIES

Policy Name

+ Test Encrypt
Encryptsmart Body
Encryptsmart Qutlook
Encryptsmart Subject

Encryptsmart Recipient

For Inbound Mail | For Outbound Mail | Click on Outbound Mail

Click Create Policy
¢ Show All Details Create Policy

Applies to

All domains

All domains

All domains

All domains

All domains

[¢] @
= @
¢ @
[¢] @

S

CREATE POLICY
i Settings
* Policy Name Give the Policy a Name
Applies to Outgoing Messages (2]
Enable  []
Enabledfor | All Domsins ]

iS Rules

i= Actions

== Select an action == @

. 2 b &l I:I !

S M

Select EncryptSMART [STOP] as the Trigger

or more times B +
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A. There are multiple ways to build advanced policies and the custom logic to
automatically trigger encryption.
1. Select the content to search for:

Envelope-From

Envelope-To

Subject

From

From (All)

To

To (AlD

CC

BCC

Priority

Date

Time

Message Date
Message Content
Message Size

Body Size

Text Body Size
HTML Body Size
Body

Attachment Content
Attachment Count
Attachment type
Attachment Ext
Attachment Size
Total Attachment Size
Attachment Filename
Attachment Checksum
IP Address

Sender’s Domain
Recipient’s Domain
Message Headers
Mailbox

Custom Header
People Directory

2. Select on of 2 Options:

matches item from = doesn't match item from | %

or

3. Select a Data List

=== Default Datalist === E

=== Default Datalist ===
Allowed Outhound Networks
Archive File Extension List
ClickSMART Global Whitelist
Document File Extension List
Domain Spoofing Exceptions
Executable File Extension List
HCPCS

Human Diseases

Human Medicines

ICD-9

Image File Extension List
NDC-Class

NDC-Dosage

NDC-Route

Profanity List

SecureMail Networks
Security Networks

Video File Extension List
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i= Rules

a
=

Subject s doesn't match item from Human Diseases :

| »

| »

i= Actions

Add a new action ...

EncryptSMART [STOP] (i3l

This Policy Will Encrypt anything found on the Human Diseases Data list

Data Lists

B oo [

How Data Lists Work — Brief Overview

NOTE: FuseMail allows an administrator to create custom lists of necessary.

Data Lists Click on a List

New List Here
Executable File Extension List | g pounioag
Custom Data Lists

Executable File Extension List

Default Data Lists

E Policies

¥=— Click on Policies

omd This list can be copied and
o edited
cpl
dil
exe
hta
inf
ini
ins
jar

Click on Data List IS

“Ei ;

in
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