INSTRUCTIONS:

This document contains 2 sample letters you can customize for your external recipients explaining your upcoming email encryption implementation. Please choose the option(s) that best represent your organization’s email encryption configuration.

Be sure to replace:

· The <<MAIL DATE>> field with the date of your mailing

· The <<REGULATION>> field with the regulations most appropriate for your industry, such as HIPAA, Gramm-Leach Bliley, Sarbanes-Oxley, or state-specific data protection law(s)

· The <<DATE>> field with your implementation date

· The <<COMPANY>> field with your organization’s name

· Choose which of the configurations (ZixPort® or ZixDirect™) you have implemented, and delete the configuration name
· The <<URL>> field for your custom UAP site

· The <<CONTACT>> field with the contact information for the person or department responsible for supporting users
· The <<ZIX CONTACT>> field with the name, phone number, and email of your ZixCorp sales account executive
There is also the content for a flyer on the third page of this document, which your recipients may find useful.
<<MAIL DATE>>
Name

Address

City, State, Zip

Security Update:

Protecting Your Private Information with Email Encryption
Dear Customers and Vendors:

Email has become a preferred method for communication for many of you. In order to maintain the confidentiality of private information and ensure compliance with privacy regulations such as <<REGULATION>>, we are implementing a new email encryption service through Zix Corporation. The service will enable our organization to protect your personal information, such as social security, driver’s license, credit card, medical record numbers, and account numbers, from undesirable external parties on the internet. 
Beginning <<DATE>>, electronic communications which contain confidential data sent between <<COMPANY>> and you will be encrypted. You will be able to receive and reply to our encrypted email communications easily, and with the knowledge that others will not be able to access that information.
If you are not a current ZixCorp email encryption customer then you may receive secure e-mail via the following methods:
ZixPort®
You will be asked to click on a link in the email, which will connect you to our secure message center. There you will register a private password to retrieve and reply to our secure messages. 
ZixDirect™
You will receive the contents of your messages encrypted as an attachment to the email. You will need to click on the attachment and create a password to read and reply to our secure messages.

To learn more about our email encryption system, please go to: userawareness.zixcorp.com/<<URL>>. If you have any questions concerning our new email security policy, please contact me at <<COMPANY>>, we are committed to protecting intellectual property and proprietary information, and we’re pleased to provide an easy-to-use solution that secures our shared email communications.

Sincerely,

<<CONTACT>>
<<MAIL DATE>>

Name

Address

City, State, Zip

Security Update:

Protecting Your Private Information with Email Encryption

Dear Customers and Vendors:

<<COMPANY>> values the efficiency and convenience of technology. We also recognize the importance of maintaining your security and handling your private information responsibly. To this extent, we are applying an email solution that encrypts and protects our messages to you.

We have partnered with Zix Corporation, the leader in email encryption services, to protect private information about you in our email communication.

Beginning <<DATE>>, emails containing confidential data between <<COMPANY>> and you will be encrypted.  You may receive secure e-mail via the following methods:
ZixPort®
You will be asked to click on a link in the email, which will connect you to our secure message center. There you will register a private password to retrieve and reply to our secure messages. 

ZixDirect™
You will receive encrypted messages directly in your inbox, as secured attachments. Double-click the attachment and you will be prompted to create a password to read and reply to our secure messages.

To learn more about our email encryption system, please go to: userawareness.zixcorp.com/<<URL>>. <<CONTACT>> is also available to assist with any questions you may have on this service or any other aspect of your experience; please call <<CONTACT>>.

We are committed to protecting your personal information, and we’re pleased to provide this easy-to-use solution to our customers. Your thoughts and suggestions are always welcome.

Sincerely,

<<CONTACT>> 

Note: Though not required to access your secure messages, ZixCorp also offers a desktop email encryption solution called ZixMail® that can be used to send and receive secure emails to anyone.. A 30-day free trial of the software is available at www.zixcorp.com.
We Send Encrypted Email
In accordance with security laws like HIPAA and the Gramm-Leach-Bliley Act, we are encrypting email to protect our private and confidential electronic communications. We also do it because we respect the privacy of our customers and partners. It’s one way we’re taking responsibility to protect the sensitive information we share via the internet. 
Regular email isn’t a private conversation.
It’s easy for others to intercept and read. And only 1% of business email is in any way encrypted against interception by outside parties. While the companies are mandated to achieve a higher level of protection, the larger issue is that secure email is simply a smarter way to do business. In addition to the obvious benefits of confidentiality, secure email increases efficiencies by allowing the electronic transfer of sensitive information that has typically required manual delivery.

Encrypting email is easy.
The key is finding the right partner for email encryption, which can be complicated and costly. The people at ZixCorp™ have worked with us to develop our email encryption service. Their solutions were tailored to fit our customers’ needs, implementation was fast, and disruption to your and our operations is minimal. Together, we developed an approach that protects our entire community of interest — our employees, our customers, and our business partners.

Encrypted email is smart business.
And, what’s more, we believe it’s the right thing to do. If you’d like to know more about our experience and views, talk to us. You can contact <<CONTACT>> to learn more about our system. 

Or, if you’d like to know more about the entire subject of secure email, feel free to contact our partners at ZixCorp. Our representative is <<ZIX CONTACT>>.
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