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This document includes the following topics:

■ Cloud security services IP ranges

Cloud security services IP ranges
Lock down traffic to and from your Internet gateway to the IP ranges in:

Table 1-1

All Regions

Clients in the Asia Pacific region must ALSO lock down traffic to the additional IP ranges in:

Table 1-2

Asia Pacific only

Clients in the South Africa region must ALSO lock down traffic to the additional IP ranges in:

Table 1-3

South Africa only

If you are unsure of your region, see the email that you received when you were first provisioned with the services.

If you make any configuration changes involving IP restrictions, refer to the latest version of IP Ranges.

Table 1-1 All Regions - for all services

IP rangeNetmaskSubnet maskSubnet IP

216.82.240.0 – 216.82.255.255/20255.255.240.0216.82.240.0

67.219.240.0 – 67.219.255.255/20255.255.240.067.219.240.0

85.158.136.0 – 85.158.143.255/21255.255.248.085.158.136.0

95.131.104.0 – 95.131.111.255/21255.255.248.095.131.104.0

46.226.48.0 – 46.226.55.255/21255.255.248.046.226.48.0

http://images.messagelabs.com/EmailResources/ImplementationGuides/Subnet_IP.pdf


Table 1-1 All Regions - for all services (continued)

IP rangeNetmaskSubnet maskSubnet IP

117.120.16.0 – 117.120.23.255/21255.255.248.0117.120.16.0

193.109.254.0 – 193.109.255.255/23255.255.254.0193.109.254.0

194.106.220.0 – 194.106.221.255/23255.255.254.0194.106.220.0

195.245.230.0 – 195.245.231.255/23255.255.254.0195.245.230.0

103.9.96.0 – 103.9.99.255/22255.255.252.0103.9.96.0

Table 1-2 Asia Pacific only – additional IP ranges for Web Security

IP rangeNetmaskSubnet maskSubnet IP

203.183.222.96 – 203.183.222.127/27255.255.255.224203.183.222.96

202.218.232.192 – 202.218.232.223/27255.255.255.224202.218.232.192

203.116.194.128 – 203.116.194.159/27255.255.255.224203.116.194.128

Table 1-3 South Africa only – additional IP ranges for Email Services

IP rangeNetmaskSubnet maskSubnet IP

196.14.170.0 – 196.14.171.255/23255.255.254.0196.14.170.0
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